CIS L1 - User Experience Impact Reference (v5.0.1, rev 3)
CIS Level 1 - User Experience Impact Reference
What CIS L1 hardening actually does to your end users on Windows 11 Enterprise multi-session
Source: CIS Microsoft Windows 11 Enterprise Benchmark v5.0.1 (2026-03-26). All 'Impact' statements quoted verbatim from CIS rule bodies unless noted (one entry, 18.10.94.1.1, uses operational reality because CIS's own Impact field reads 'None').
Compiled 2026-05-05 by Safari Micro / MSCloudBros for the NerdioCon 2026 'Rethink Your Image' talk. Rev 2 - validated end-to-end against v5.0.1 with 13 additions after Pass 2 audit.

Quick takeaways
L1 has a much narrower user-impact footprint than its reputation suggests. The rules that genuinely affect end-user behavior are bounded and listed below. Most of the 'CIS hardening kills UX' war stories you hear are L2 stories - things like Print Spooler off, WinRM off, Winget off, OneDrive sync off, Microsoft Store removed - and on the L1 baseline those things WORK.
Use this document for: pilot validation checklists, client-facing UX impact briefings, exception register seed entries, and quick-reference during deploy planning.
Four big themes for AVD specifically:
1. Native Windows Update orchestration is aggressive on L1 - the war-story-one cluster forces deliberate carve-out and external orchestration. (See section 1.)
1. RDP-into-AVD-from-AVD scenarios are restricted - drive redirection is off, RDP cannot save passwords. (See section 5.)
1. Credential persistence is restricted - Credential Manager will not store passwords for re-use, which can affect Outlook cached-mode and persistent SMB drive maps. (See section 2.)
1. Nerdio UAM does NOT work out of the box on a stock CIS L1 image - rule 18.10.13.3 (Microsoft consumer experiences disabled, L1) breaks the AppX provisioning code path that WinGet/UAM uses for modern app deployment. The 'Prepare CIS Image v2' carve-out script (in L1\) reverses this rule plus brings up required AppX services - it's REQUIRED on L1 for UAM, not optional. This is why Nerdio's docs accurately state UAM is not supported on CIS hardened images out-of-box. (See section 4.)

New in v5.0.1 worth knowing about:
1. Microsoft Recall is blocked at L1 (rule 18.10.73.1) - the AI screenshot-timeline feature in Windows 11 24H2+. Default-disabled on managed devices anyway, but L1 makes it explicit.
1. Consumer Microsoft account authentication is blocked at L1 (rule 18.10.41.1, NEW) - personal Microsoft accounts can't sign into apps via the Windows OnlineID API.
1. Windows Copilot is NOT in v5 anymore. The 'Turn off Windows Copilot' rule that existed in interim versions was REMOVED in v5.0.1, almost certainly because Microsoft restructured Copilot in 25H2 and the underlying GPO no longer applies.
1. PowerShell Script Block Logging and Transcription moved L1 -> L2, so they no longer fire on L1 builds. Less per-host log volume.
1. Windows NTP Client/Server moved L2 -> L1 - now part of the standard L1 baseline.


1. Update orchestration
This is the cluster behind the talk's war story 1: a session host rebooted mid-day under live users. CIS L1 ships native Windows Update on aggressive defaults that are incompatible with AVD pooled multi-session continuity.
Cluster overview - what L1 does to Windows Update
Five interlocking L1 rules, all in section 18.10.94.x in v5.0.1 (was 18.10.93.x in v4):
1. Configure Automatic Updates is Enabled (option 4 - auto download and schedule install)
1. Scheduled install day is set to 0 (every day)
1. Quality update deferral is 0 days (patches eligible the moment they ship)
1. 'Pause updates' UX feature is removed from Settings - users can't pause
1. 'No auto-restart with logged-on users' is set to Disabled - the kicker - the host CAN reboot mid-session
	18.10.94.2.1  Configure Automatic Updates (L1)
Registry: HKLM\SOFTWARE\Policies\Microsoft\Windows\WindowsUpdate\AU:NoAutoUpdate = 0
What users notice (CIS impact statement, verbatim): Critical operating system updates and service packs will be installed as necessary.
What to do about it: Disable native AU on AVD (set NoAutoUpdate = 1) and orchestrate patching via Nerdio re-image cadence or Azure Update Manager. Document as exception with rationale: 'AVD pooled session hosts patched via external orchestration during defined maintenance windows.' (Reversed by L1\CIS - Neutralize Native Windows Update Orchestration v2.ps1.)


	18.10.94.4.2  Select when Quality Updates are received - 0 days deferral (L1)
Registry: HKLM\SOFTWARE\Policies\Microsoft\Windows\WindowsUpdate:DeferQualityUpdates
What users notice (CIS impact statement, verbatim): None - this is the default behavior. (CIS-quoted; actual user impact comes from the combination with the other rules in this cluster.)
What to do about it: Combined with the Configure Auto Updates rule, this means a quality update can be installed AND a reboot scheduled the day a patch ships. Disable along with the rest of the cluster.


	18.10.94.1.1  No auto-restart with logged-on users for scheduled automatic updates installations (L1)
Registry: HKLM\SOFTWARE\Policies\Microsoft\Windows\WindowsUpdate\AU:NoAutoRebootWithLoggedOnUsers = 0
What users notice (operational reality, not CIS-documented): War story - mid-day reboots possible.
What to do about it: Re-enable the auto-restart guardrail (set value to 1). This is THE war-story-one fix. CIS's own Impact section reads 'None - this is the default behavior'; the user-visible impact is operational reality on AVD pooled multi-session.


	18.10.94.2.4  Remove access to 'Pause updates' feature - Enabled (L1)
Registry: HKLM\SOFTWARE\Policies\Microsoft\Windows\WindowsUpdate:SetDisablePauseUXAccess
What users notice (CIS impact statement, verbatim): Users cannot use the Pause Updates feature in the Settings UI to defer a Windows Update.
What to do about it: AVD admins need the ability to pause updates during change windows. Reverse this so admins retain Settings UI access; user accounts on session hosts can't reach the page anyway. Reversed by the same L1 Neutralize WU Orchestration script.




2. Authentication & sessions
Credential persistence, session handling, and the visible logon experience. These rules don't break authentication outright but they DO change how often users have to re-enter passwords, how long their cached creds survive, and what they see at sign-in.
	2.3.10.4  Network access: Do not allow storage of passwords and credentials for network authentication (L1)
Registry: HKLM\SYSTEM\CurrentControlSet\Control\Lsa:DisableDomainCreds
What users notice (CIS impact statement, verbatim): Credential Manager will not store passwords and credentials on the computer. Users will be forced to enter passwords whenever they log on to their Passport account or other network resources that aren't accessible to their domain account.
What to do about it: On AVD with FSLogix, mostly survivable for sign-in. Watch for: Outlook cached-mode reauth prompts, persistent SMB drive map prompts, OneDrive sign-in friction. Consider exception if a specific workflow requires it; compensating control is FSLogix profile encryption.


	18.10.57.2.3  Do not allow passwords to be saved (RDP client) (L1)
Registry: HKLM\SOFTWARE\Policies\Microsoft\Windows NT\Terminal Services:DisablePasswordSaving
What users notice (CIS impact statement, verbatim): The password saving checkbox will be disabled for Remote Desktop clients and users will not be able to save passwords.
What to do about it: Affects RDP-from-AVD scenarios (jumpbox-from-AVD workflows). User has to type the password every connection. If users do this often, consider exception with compensating control: short-lived JIT credentials or PIM elevation instead of saved passwords.


	1.2.2  Account lockout threshold (L1)
Registry: (Local Security Policy - Security Settings)
What users notice (CIS impact statement, verbatim): Users can lock themselves out by mistyping their password too many times. CIS recommends 5 or fewer invalid attempts.
What to do about it: Coordinate with help desk for lockout reset workflow. Document the threshold and the recovery process. AVD SSO can mask the problem from users (they don't see the auth, so they don't know they typed wrong) - watch for repeat-incident patterns.


	1.2.1  Account lockout duration (L1)
Registry: (Local Security Policy)
What users notice (CIS impact statement, verbatim): Although it may seem like a good idea to configure this policy setting to never automatically unlock an account, doing so may increase the number of help desk calls. CIS recommends 15 minutes or longer.
What to do about it: Default 15 minutes is the practical compromise. Communicate to users / helpdesk so unlock requests aren't always escalated.


	1.2.4  Reset account lockout counter after (L1)
Registry: (Local Security Policy)
What users notice (CIS impact statement, verbatim): Users can accidentally lock themselves out of their accounts if they mistype their password multiple times.
What to do about it: Default 15 minutes is reasonable. Combined with lockout threshold and duration, this is the lockout-policy triad - decide all three together.


	2.3.7.4  Interactive logon: Message text for users attempting to log on (L1)
Registry: HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Policies\System:legalnoticetext
What users notice (CIS impact statement, verbatim): Users will have to acknowledge a dialog box containing the configured text before they can log on to the computer.
What to do about it: Per organization legal/HR/compliance team. Implemented by L1\CIS Interactive Logon Message.ps1. Train users that the banner will appear at every sign-in - normalize the click-through.


	2.3.7.5  Interactive logon: Message title for users attempting to log on (L1)
Registry: HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Policies\System:legalnoticecaption
What users notice (CIS impact statement, verbatim): Users will have to acknowledge a dialog box with the configured title before they can log on to the computer.
What to do about it: Paired with 2.3.7.4. Title = the dialog header line; text = the body. Set both via the same scripted action.




3. AI features (NEW in v5.0.1)
	18.10.73.1  Allow Recall to be enabled - Disabled (L1)
Registry: HKLM\SOFTWARE\Policies\Microsoft\Windows\WindowsAI:AllowRecallEnablement = 0
What users notice (CIS impact statement, verbatim): None - this is the default behavior. If Recall was previously enabled, snapshots that were previously saved on the system will be deleted when this policy is disabled.
What to do about it: Microsoft Recall periodically captures screenshots of the system display, creating a searchable timeline of activity including apps, documents, and websites. Block this for any AVD multi-session host carrying client/PHI data; the privacy implications of an AI-powered passive screenshot timeline on a shared session host are obvious. CIS rationale verbatim: 'Saving snapshots of all user activity could result in sensitive information such as passwords or banking details being stored insecurely and making it easily accessible.'


Worth saying explicitly: Windows Copilot itself is NOT blocked at L1 in v5.0.1. The 'Turn off Windows Copilot' rule existed in interim versions but was REMOVED in v5.0.1, almost certainly because Microsoft restructured Copilot in Windows 11 25H2 (the standalone sidebar app was deprecated, replaced with Edge-hosted Microsoft 365 Copilot Chat). The old GPO no longer applies. If you want to block Copilot Chat for an AVD environment, that's now a tenant-level setting in Microsoft 365 admin center, not a CIS host hardening rule.


4. Personalization & assistant features
	18.10.59.3  Allow Cortana - Disabled (L1)
Registry: HKLM\SOFTWARE\Policies\Microsoft\Windows\Windows Search:AllowCortana = 0
What users notice (CIS impact statement, verbatim): Cortana will be turned off. Users will still be able to use search to find things on the device and on the Internet.
What to do about it: Almost no impact on enterprise users in 2026 - Cortana is largely deprecated. Local Start menu search still works. Keep enforced.


	18.10.59.6  Allow search and Cortana to use location - Disabled (L1)
Registry: HKLM\SOFTWARE\Policies\Microsoft\Windows\Windows Search:AllowSearchToUseLocation
What users notice (CIS impact statement, verbatim): Search and Cortana will not have access to location information.
What to do about it: No real impact on AVD session hosts (they don't have meaningful location data anyway).


	18.10.6.1  Allow Microsoft accounts to be optional (L1)
Registry: HKLM\SOFTWARE\Policies\Microsoft\Windows\System:MSAOptional
What users notice (CIS impact statement, verbatim): Windows Store apps that typically require a Microsoft account to sign in will allow users to sign in with an enterprise account instead.
What to do about it: Useful for enterprise AVD - users sign in with their work account, not a personal Microsoft account. Keep enforced.


	18.10.13.1  Turn off cloud consumer account state content - Enabled (L1)
Registry: HKLM\SOFTWARE\Policies\Microsoft\Windows\CloudContent:DisableConsumerAccountStateContent
What users notice (CIS impact statement, verbatim): Users will not be able to use Microsoft consumer accounts on the system, and associated Windows experiences will instead present default fallback content.
What to do about it: Pairs with 18.10.13.3 below and 18.10.41.1 below that. Together these three remove consumer-MSA integration from the OS. No direct end-user impact for enterprise AVD where users sign in with their work account, but see the next callout (18.10.13.3) for the UAM/AppX deployment side effect.


	18.10.13.3  Turn off Microsoft consumer experiences - Enabled (L1)  -- THE OPERATIVE UAM-BLOCKER
Registry: HKLM\SOFTWARE\Policies\Microsoft\Windows\CloudContent:DisableWindowsConsumerFeatures
What users notice (CIS impact statement, verbatim): If you enable this policy setting, users will no longer see personalized recommendations from Microsoft and notifications about their Microsoft account.
What to do about it: BIG ASTERISK FOR UAM: this rule's enforcement at L1 is what breaks Nerdio UAM on a stock CIS L1 image. The Microsoft consumer-experiences subsystem shares code with the AppX provisioning path that WinGet (and therefore UAM) uses for modern app deployment. When 18.10.13.3 is enforced, AppX provisioning of non-built-in apps fails. The 'L1\Prepare CIS Image - Registry & Service Fixes v2.ps1' script reverses this rule (sets DisableWindowsConsumerFeatures = 0) AND brings up the required AppX services (AppXSvc, InstallService, StateRepository, WpnService). This is the canonical Option B carve-out for the talk's UAM design decision slide -- not security-relaxing in the AppLocker/UAC/Defender sense, just unblocks the modern-app deployment substrate. Document the carve-out in the exception register.


	18.10.41.1  Block all consumer Microsoft account user authentication - Enabled (L1, NEW v5)
Registry: HKLM\SOFTWARE\Policies\Microsoft\MicrosoftAccount:DisableUserAuth
What users notice (CIS impact statement, verbatim): All applications and services on the device will be prevented from new authentications using consumer Microsoft accounts via the Windows OnlineID and WebAccountManager APIs. Authentications performed directly by the user in web browsers or in apps that use OAuth will remain unaffected.
What to do about it: Personal Microsoft accounts can't sign into store apps via the OS-level API. Browser-based sign-in (e.g. signing into Outlook.com via Edge) still works. Most enterprise users won't notice.




5. Device redirection (RDP into AVD)
	18.10.57.3.3.3  Do not allow drive redirection - Enabled (L1)
Registry: HKLM\SOFTWARE\Policies\Microsoft\Windows NT\Terminal Services:fDisableCdm = 1
What users notice (CIS impact statement, verbatim): Drive redirection will not be possible. In most situations, traditional network drive mapping to file shares (including administrative shares) performed manually by the connected user will serve as a capable substitute to still allow file transfers when needed.
What to do about it: If users expect to drag files from their local C: drive into AVD, this WILL surprise them. Decide deliberately: either accept the L1 default (and train users to use OneDrive/SharePoint for file transfer), or carve out as exception with compensating control (DLP/EDR on the originating device).


What L1 leaves alone for RDP redirection (these still work on L1 - users can use them):
1. Clipboard redirection (copy/paste between local and remote)
1. Audio redirection (in and out)
1. Printer redirection
1. Smartcard redirection
1. Camera/webcam redirection
All of those become disabled on L2. Most 'CIS breaks RDP' war stories are L2.


6. Web, search, and browser
	18.10.77.2.1  Configure Windows Defender SmartScreen - Enabled: Warn and prevent bypass (L1)
Registry: HKLM\SOFTWARE\Policies\Microsoft\Windows\System:EnableSmartScreen
What users notice (CIS impact statement, verbatim): Users will be warned and prevented from running unrecognized programs downloaded from the Internet.
What to do about it: Pop-up that some users find annoying when running new applications. Train users on it; legitimate publisher-signed software won't trigger. Keep enforced.


	18.10.77.1.2  Notify Malicious - Enabled (L1, NEW in v5)
Registry: (Enhanced Phishing Protection in Microsoft Defender)
What users notice (CIS impact statement, verbatim): In some cases, Windows Defender SmartScreen may block legitimate websites that have been incorrectly flagged.
What to do about it: Enhanced Phishing Protection. Watch for legitimate-site false-positives in the first weeks; report to Microsoft via Edge if you find them. Keep enforced.


	18.10.42.6.3.1  Prevent users and apps from accessing dangerous websites - Enabled: Block (L1)
Registry: HKLM\SOFTWARE\Policies\Microsoft\Windows Defender\Windows Defender Exploit Guard\Network Protection:EnableNetworkProtection
What users notice (CIS impact statement, verbatim): Users and applications will not be able to access dangerous domains.
What to do about it: Defender Network Protection enforces domain blocking based on Microsoft's intelligence. Browser-independent (also affects native apps). Keep enforced; add allowlist exceptions if a legitimate business site gets flagged.


	18.10.42.16  Configure detection for potentially unwanted applications - Enabled: Block (L1)
Registry: HKLM\SOFTWARE\Policies\Microsoft\Windows Defender:PUAProtection
What users notice (CIS impact statement, verbatim): Applications that are identified by Microsoft as PUA will be blocked at download and install time.
What to do about it: Defender blocks Potentially Unwanted Applications (browser toolbars, bundled adware, crypto miners, etc.) at download. Generally accurate; if a tool your users actually need gets PUA-flagged, allow specifically via Defender exclusion (and document it).


	18.10.58.1  Prevent downloading of enclosures - Enabled (L1)
Registry: HKLM\SOFTWARE\Policies\Microsoft\Internet Explorer\Feeds:DisableEnclosureDownload
What users notice (CIS impact statement, verbatim): Users cannot set the Feed Sync Engine to download an enclosure through the Feed property page. Developers cannot change the download setting through feed APIs.
What to do about it: RSS feed enclosures - obscure feature. No real-world impact for typical enterprise users.




7. Software install, UAC, and malware exposure
	18.10.8.2  Set the default behavior for AutoRun - Enabled: Do not execute any autorun commands (L1)
Registry: HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Policies\Explorer:NoAutorun = 1
What users notice (CIS impact statement, verbatim): AutoRun commands will be completely disabled.
What to do about it: Means inserted USB media won't auto-run installers. Negligible UX impact for AVD (no physical media). Keep enforced.


	18.10.8.3  Turn off Autoplay - Enabled (L1)
Registry: HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Policies\Explorer:NoDriveTypeAutoRun
What users notice (CIS impact statement, verbatim): Autoplay will be disabled - users will have to manually launch setup or installation programs that are provided on removable media.
What to do about it: Pairs with AutoRun above (AutoRun = the auto-execute; Autoplay = the dialog). Negligible UX impact for AVD. Keep enforced.


	18.10.4.3  Prevent non-admin users from installing packaged Windows apps - Enabled (L1)
Registry: HKLM\SOFTWARE\Policies\Microsoft\Windows\Appx:BlockNonAdminUserInstall
What users notice (CIS impact statement, verbatim): Non-Administrator users will not be able to install Microsoft Store app packages, unless they are explicitly permitted by other policies. If a Microsoft Store app is required for legitimate use, an Administrator will need to perform the installation from an Administrator context.
What to do about it: Standard users on AVD session hosts can't install Store apps. For most enterprise AVD this is the right default. If users legitimately need to self-install a Store app, deliver it via Nerdio UAM or Intune-assigned to the user/group.


	2.3.17.1  User Account Control: Admin Approval Mode for the Built-in Administrator account - Enabled (L1)
Registry: HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Policies\System:FilterAdministratorToken
What users notice (CIS impact statement, verbatim): The built-in Administrator account uses Admin Approval Mode. Users that log on using the local Administrator account will be prompted for consent whenever a program requests an elevation in privilege, just like any other user would.
What to do about it: Local Administrator account no longer auto-elevates - has to consent like any other admin user. Affects only sessions where the literal built-in Administrator is used (rare in production AVD). Keep enforced.


	2.3.17.3  User Account Control: Behavior of the elevation prompt for standard users - Automatically deny (L1)
Registry: HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Policies\System:ConsentPromptBehaviorUser = 0
What users notice (CIS impact statement, verbatim): When an operation requires elevation of privilege, a configurable access denied error message is displayed. An enterprise that is running desktops as standard user may choose this setting to reduce help desk calls.
What to do about it: Standard users get an 'access denied' error instead of an elevation prompt. Real AVD impact - users can't elevate ad-hoc, period. Helpdesk needs a process for legitimate elevation requests (via JIT admin or pre-deployed elevation tooling like AutoElevate, Defender for Endpoint elevation control, etc.).


What L1 LEAVES ALONE in software install (these still work on L1):
1. Microsoft Store - L1 doesn't remove it (rule 18.10.66.4 'Turn off the Store application' is L2)
1. Winget - L1 doesn't disable it. The Winget rules (18.10.18.1 Enable App Installer, 18.10.18.7 CLI) were promoted L1 -> L2 in v5.0.1, so on a true L1 image both work
1. AppX provisioning - L1 doesn't disable AppX deployment
1. AppLocker is NOT shipped by CIS L1. The benchmark's Application Control section is intentionally blank. If your gold image has AppLocker rules, they came from somewhere else (Intune, your own GPO)
These are operationally important for Nerdio UAM - on a true L1 image, UAM's deployment substrate is mostly intact, with only narrow Microsoft Store / AppX / Telemetry carve-outs needed.


8. Logging, telemetry, and monitoring
	18.10.16.1  Allow Diagnostic Data - Enabled: Required (L1)
Registry: HKLM\SOFTWARE\Policies\Microsoft\Windows\DataCollection:AllowTelemetry
What users notice (CIS impact statement, verbatim): Note that setting values of 0 or 1 will degrade certain experiences on the device.
What to do about it: CIS recommends 'off' or 'Required'. We pick 'Required' (=1) because Windows Update for Business needs at least Required telemetry to function and report update results. This is the minimum needed; no Optional or Enhanced data is sent. Compensating: telemetry stays at Required, never above.


PowerShell logging note for v5.0.1: 'Turn on PowerShell Script Block Logging' and 'Turn on PowerShell Transcription' moved L1 -> L2 in v5. On a true L1 image they no longer fire, which means lighter per-host event log volume than v4 deployments. If you want them on for forensic readiness, add as a deliberate exception to L1 in your image.


9. Lock screen & inactivity
AVD users typically interact with the AVD client lock rather than the Windows lock screen on the session host - but the L1 rules below still apply when a user is signed in to the host directly or when the AVD session timeout pushes them to a Windows-side lock.
	2.3.7.3  Interactive logon: Machine inactivity limit (L1)
Registry: HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Policies\System:InactivityTimeoutSecs
What users notice (CIS impact statement, verbatim): The screen saver will automatically activate when the computer has been unattended for the amount of time specified. The impact should be minimal since the screen saver is enabled by default.
What to do about it: CIS recommends 900 seconds (15 minutes) or less. On AVD, the AVD session idle-timeout policy is usually the more user-visible control - but this setting kicks in if a user stays signed in to the host without AVD client activity. Coordinate with whichever idle-timeout the AVD session policy uses.


	18.1.1.1  Prevent enabling lock screen camera - Enabled (L1)
Registry: HKLM\SOFTWARE\Policies\Microsoft\Windows\Personalization:NoLockScreenCamera = 1
What users notice (CIS impact statement, verbatim): If you enable this setting, users will no longer be able to enable or disable lock screen camera access in PC Settings, and the camera cannot be invoked on the lock screen.
What to do about it: Irrelevant for AVD session hosts (no physical hardware). Keep enforced.


	19.5.1.1  Turn off toast notifications on the lock screen - Enabled (L1)
Registry: HKCU\SOFTWARE\Policies\Microsoft\Windows\CurrentVersion\PushNotifications:NoToastApplicationNotificationOnLockScreen
What users notice (CIS impact statement, verbatim): Applications will not be able to raise toast notifications on the lock screen.
What to do about it: Toasts (Outlook reminders, Teams chat alerts, etc.) won't appear on the lock screen. Users won't see Teams call alerts when their session is locked - they'll need to unlock to see notifications. Acceptable security/UX tradeoff.


	19.7.8.1  Configure Windows spotlight on lock screen - Disabled (L1)
Registry: HKCU\SOFTWARE\Policies\Microsoft\Windows\CloudContent:ConfigureWindowsSpotlight
What users notice (CIS impact statement, verbatim): Windows Spotlight will be turned off and users will no longer be able to select it as their lock screen.
What to do about it: Disables the Bing-image-of-the-day lock screen feature. Users get the static enterprise lock screen background (or whatever org policy sets). No real impact for AVD where users barely see the host lock screen.




10. What L1 does NOT block (and L2 does)
Almost every 'CIS hardening kills UX' war story you'll hear is an L2 story. Use this section to push back when someone claims L1 will break their workflow - the most likely truth is they're remembering something they read or experienced about L2.
Things L1 leaves alone (so they work) but L2 disables:
1. Print Spooler service (running on L1 - network printers work)
1. WinRM remote server management (allowed on L1 - DSC ARM-join works without intervention)
1. Winget package manager and CLI (allowed on L1 in v5.0.1 - was promoted L1 -> L2 between v4 and v5)
1. OneDrive sync (allowed on L1 in v4.0.0; promoted L1 -> L2 in v5.0.1 - so behavior depends on which benchmark version your image was built against)
1. Most device redirection over RDP - clipboard, audio, video, printer, smartcard, camera all work on L1; only drive redirection is L1-blocked
1. Server service / SMB client (allowed on L1)
1. BitLocker not forcibly enabled at L1 baseline
1. Microsoft Store (not removed on L1; rule 18.10.66.4 'Turn off the Store application' is L2)
1. Cloud Clipboard server-to-client (not blocked on L1; the L2 rule restricting it was added in v5)
1. Microsoft Widgets (was L1 in v4, promoted L1 -> L2 in v5)
1. PowerShell Script Block Logging (was L1 in v4, promoted L1 -> L2 in v5)
This list IS the talk's defensive line: 'on L1, the things that bite you are real but bounded - and the scary defaults you've heard about are L2.'


Appendix - cross-reference table
All L1 rules with non-trivial UX impact, sorted by rule number. Use this as a checklist for pilot validation or for client briefings.
	Rule
	Title
	User-visible effect

	1.2.1
	Account lockout duration
	Lockout reset time (default 15 min)

	1.2.2
	Account lockout threshold
	Bad password lockout (5 attempts)

	1.2.4
	Reset account lockout counter after
	Lockout counter reset

	2.3.7.3
	Machine inactivity limit
	Screen saver / auto-lock after idle

	2.3.7.4
	Logon banner: message text
	Dialog acknowledged at every sign-in

	2.3.7.5
	Logon banner: message title
	Title for the logon banner dialog

	2.3.10.4
	Network access: do not store credentials
	Credential Manager won't persist creds

	2.3.17.1
	UAC: built-in Admin in Approval Mode
	Built-in Admin gets consent prompts

	2.3.17.3
	UAC: standard user prompt = deny
	Standard user gets 'access denied', no elevation prompt

	18.1.1.1
	Lock screen camera disabled
	(n/a for AVD)

	18.10.4.3
	Non-admin can't install packaged Windows apps
	Standard users can't self-install Store apps

	18.10.6.1
	Microsoft accounts optional
	Apps accept enterprise account

	18.10.8.2
	AutoRun disabled
	USB media won't auto-execute

	18.10.8.3
	Autoplay disabled
	Autoplay dialog suppressed

	18.10.13.1
	Cloud consumer account state content
	Microsoft consumer integration off

	18.10.13.3
	Microsoft consumer experiences (UAM-blocker)
	Breaks AppX provisioning -- UAM does not work without carve-out

	18.10.16.1
	Allow Diagnostic Data (Required)
	Telemetry minimum (we set to Required)

	18.10.41.1
	Block consumer Microsoft account auth (NEW v5)
	Personal MSAs blocked via OS API

	18.10.42.6.3.1
	Network Protection - block dangerous sites
	Defender blocks dangerous domains

	18.10.42.16
	PUA detection - Block
	Defender blocks unwanted apps at download

	18.10.57.2.3
	RDP do not allow passwords to be saved
	RDP password save disabled

	18.10.57.3.3.3
	Drive redirection blocked
	Local drive doesn't appear in AVD

	18.10.58.1
	RSS feed enclosures
	(obscure)

	18.10.59.3
	Cortana disabled
	Cortana off; search still works

	18.10.59.6
	Search use of location disabled
	(no UX impact)

	18.10.73.1
	Microsoft Recall blocked (NEW v5)
	AI screenshot timeline disabled

	18.10.77.1.2
	SmartScreen Notify Malicious
	Phishing protection prompts

	18.10.77.2.1
	SmartScreen for downloads
	Unrecognized program warning

	18.10.94.1.1
	Windows Update no-auto-restart
	WAR STORY 1 - mid-day reboots possible

	18.10.94.2.1
	Configure Automatic Updates
	Native AU on, daily install schedule

	18.10.94.2.4
	Pause Updates removed
	Users can't pause from Settings

	18.10.94.4.2
	Quality update 0-day deferral
	Patches eligible day they ship

	19.5.1.1
	Toast notifications on lock screen disabled
	App toasts hidden on lock screen

	19.7.8.1
	Spotlight on lock screen disabled
	Bing-image lock screen feature off
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